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Abstract: With the rise in cyberattacks targeting modern
networks, Intrusion Detection Systems (IDS) have become a
critical component of cybersecurity. Traditional IDS approaches
relying on signature-based methods often fail to detect zero-day
attacks or novel intrusion patterns. This paper presents a
comprehensive review of Al-enhanced Intrusion Detection
Systems using deep learning, focusing on the NSL-KDD dataset.
The study explores state-of-the-art architectures, including
Convolutional Neural Networks (CNNs), Recurrent Neural

Networks (RNNs), Long Short-Term Memory (LSTMs),
Autoencoders, and hybrid deep learning approaches.
Performance metrics such as accuracy, detection rate,

false-positive rate, and computational efficiency are analyzed to
evaluate system effectiveness.
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NSL-KDD, Cybersecurity, Machine Learning, CNN, LSTM,
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Nomenclature:

IDS: Intrusion Detection Systems
RNNs: Recurrent Neural Networks
CNNs: Convolutional Neural Networks
LSTMs: Long Short-Term Memory
U2R: User-To-Root

DoS: Denial-Of-Service

R2L: Remote-To-Local

ML: Machine Learning

DBN: Deep Belief Networks

DL: Deep Learning

PCA: Principal Component Analysis
FPR: False Positive Rate

DBN: Deep Belief Networks

I. INTRODUCTION

This With the ever-growing dependency on the Internet,

ensuring network security has become a priority for
organizations and governments. Intrusion Detection Systems
(IDSs) play a significant role in detecting and preventing
malicious activities [1]. However, traditional IDS approaches
face challenges such as high false alarm rates and poor
performance in detecting new attack vectors [2].
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Deep Learning (DL) techniques, with their capability to
extract high-level features from raw data, offer a promising
solution. The NSL-KDD dataset is widely used as a
benchmark for IDS research due to its improved design over
the original KDD Cup 99 dataset, which eliminates redundant
records and class imbalance issues [4]. This review paper
analyses the application of various deep learning models to
the NSL-KDD dataset and compares their performance to
propose a robust Al-enhanced IDS architecture.

With the rapid expansion of the Internet and the
proliferation of connected devices, cybersecurity has
emerged as a critical concern. as increasingly sophisticated
attacks such as denial-of-service (DoS) [14], probing,
user-to-root (U2R), and remote-to-local (R2L) intrusions
threaten the confidentiality and integrity [6]. Traditional
intrusion detection systems (IDSs), which rely heavily on
signature- or rule-based techniques, are often ineffective at
identifying novel attacks and adapting to evolving threat
landscapes. Consequently, the research community has
turned its focus toward intelligent and adaptive intrusion
detection solutions.

That can learn complex attack patterns [8]. Machine
learning (ML) techniques have long been employed to
address the limitations of conventional IDS.

II. LITERATURE REVIEW

A. Kim et al. (2016) — Stacked Autoencoder for IDS. Kim
et al. introduced a stacked autoencoder to learn compact
feature representations from raw network connection
records, followed by a softmax classifier for intrusion
detection. Using KDDCup99 and NSL-KDD benchmarks
[9], the paper showed that unsupervised pretraining
improves classification stability compared to shallow
networks. The approach is strong at feature compression,
but it relies on reconstruction heuristics that may miss
subtle, temporally-distributed attack signatures.

B. Hu & Li (2017) — Deep Belief Networks (DBN). Hu and
Li applied DBNs to model hierarchical abstractions of
network traffic, arguing that layer-wise pretraining is
particularly effective when labelled attack samples are
limited. On NSL-KDD, their DBN improved the
detection of standard attack classes compared to
traditional ML baselines. However, DBNs are relatively
heavy to train, and the paper offers limited analysis on
class imbalance and false-positive behaviour.

C. Yinetal. (2018) — RNN-based Sequence Modelling. Yin
et al. proposed recurrent architectures (LSTM/GRU) to
capture temporal dependencies across sequences of
network flows, treating connections as time series rather
than independent events. The

RNN approach

demonstrated  improved

detection of multi-step
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attacks on NSL-KDD, highlighting the importance of
sequence context. The study, however, used relatively
short time windows and did not fully explore latency or
streaming-inference constraints.

D. Shone et al. (2018) [3] — Stacked Autoencoder +
Random Forest Hybrid. Shone et al. combined
unsupervised stacked autoencoders for feature extraction
with a Random Forest classifier, achieving robust
performance on both KDDCup99 and NSL-KDD. Their
hybrid pipeline showed that classical ensemble classifiers
can complement deep leamned features to reduce
overfitting. A limitation is the two-stage training pipeline,
which complicates end-to-end optimization and real-time
deployment [10].

E. Javaid et al. (2019) — CNN for Intrusion Detection.
Javaid and colleagues explored 1D-CNNs applied
directly to vectorized network features, arguing that
convolutional filters capture local feature patterns useful
for anomaly discrimination. Their experiments on
NSL-KDD achieved better accuracy than some fully
connected baselines and faster inference than some
RNNs. The main caveat is the somewhat ad-hoc mapping
of tabular features to convolutional inputs, which can
obscure interpretability.

. Lotfi et al. (2019) — LSTM with Attention. Lotfi et al.
enhanced LSTM sequence models with an attention
mechanism to focus on the most informative time steps or
features, thereby improving minority-class detection on
NSL-KDD. Attention helped the model weight salient
indicators of attacks, leading to higher F1 scores for rare
attack categories. The approach increases model
complexity and requires careful tuning of attention
regularisation to avoid overfitting.

G. Lopez-Martin et al. (2020) [5] — LSTM—CNN Hybrid.
Lopez-Martin et al. proposed a hybrid combining CNNs
(for local/spatial feature extraction) and LSTMs (for
temporal modelling), enabling spatio-temporal feature
learning from connection sequences. On NSL-KDD, the
hybrid outperformed standalone CNN and LSTM
baselines, showing complementary strengths. The
hybrid’s downside is its larger model size and longer
training  times, which pose challenges for
resource-constrained deployment [12].

H. Wang et al. (2020) [10] — Autoencoder + One-Class
SVM for Unknown Attack Detection. Wang and
coauthors used autoencoders to learn normal-traffic
manifolds and fed reconstruction errors or compressed
codes to a one-class SVM for anomaly detection,
targeting zero-day attacks. This unsupervised anomaly
approach achieved strong detection rates for novel attacks
on NSL-KDD, highlighting its value when labelled attack
data are scarce. However, threshold selection and
sensitivity to benign distribution shifts remain practical
hurdles.

Al-Haija & Al Jaghoub (2021) [7]— Attention-based
Bi-LSTM. This work applied bidirectional LSTMs with a
class-weighted attention mechanism to mitigate class
imbalance in NSL-KDD, improving recall for
underrepresented attack types. Their careful loss
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weighting and attention visualisation offered more
interpretable attentional cues for analysts. Still,
generalisation to modern traffic distributions was not
demonstrated, leaving open  questions  about
transferability.

. Abbas & Khan (2021) — Transformer Encoder for IDS.

Abbas and Khan explored transformer encoders to model
global feature interactions without recurrence,
demonstrating that self-attention can capture complex
feature dependencies in NSL-KDD and CICIDS2017.
The transformer-based model achieved competitive
accuracy while enabling parallelised training. Drawbacks
include higher data and computing requirements and the
need for positional or temporal encodings when
modelling flow sequences.

. Zhang & Liu (2022) — Residual CNN + LSTM. Zhang

and Liu introduced residual connections into CNN stacks
feeding into LSTM layers to stabilise the training of
deeper architectures for intrusion detection. On
NSL-KDD, the residually connected model achieved
higher accuracy and faster convergence, demonstrating
that residuals help mitigate vanishing gradients in deep
IDS models. The method still requires larger datasets for
stable training and a careful design of residual blocks for
tabular data [13].

. Kumar et al. (2022) — Graph Neural Networks for

Flow-based IDS. Kumar et al. represented flows and their
relations as graphs and applied GNNs to exploit structural
dependencies between endpoints and sessions. This
graph-based perspective improved detection of multi-host
coordinated attacks in flow-derived datasets and
suggested transferability across capture environments.
The primary limitation is the complexity of preprocessing
to construct meaningful graphs in high-throughput
networks.

.Li et al. (2023) [15]— Contrastive Self-Supervised

Pretraining. Li et al. used contrastive learning to pretrain
encoders on unlabeled network traffic, then fine-tuned
lightweight classifiers for supervised intrusion detection
on the NSL-KDD dataset. Self-supervised pretraining
improved robustness to label scarcity and small
distribution shifts, leading to higher downstream
accuracy. The approach needs careful design of
augmentation strategies appropriate for tabular/network
data.

. Zhang et al. (2023) [16]— Transformer—CNN Hybrid.

Zhang et al. combined CNN front-ends for local pattern
extraction with transformer blocks for capturing global
interactions, reporting state-of-the-art results on
NSL-KDD among comparable architectures. The fusion
leverages CNN inductive biases and transformer
expressiveness, but the hybrid increases computational
cost and latency, potentially hindering real-time
applications.

. Chen et al. (2024) — Federated Deep Autoencoder for

Privacy-Preserving IDS. Chen
and colleagues simulated a
federated learning setup
where local autoencoders
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were trained on partitioned NSL-KDD splits and
aggregated centrally to build a global anomaly detector,
addressing privacy concerns. Federated training
preserved  sample  locality = while  achieving
near-centralized performance, making it attractive for
collaborative IDS across organizations. Challenges
remain in communication overhead, heterogeneity of
local distributions, and secure aggregation under
adversarial clients.

III. PROPOSED SYSTEM

The proposed Al-enhanced IDS integrates a hybrid
CNN-LSTM architecture with an attention mechanism. CNN
layers perform spatial feature extraction from the NSL-KDD
dataset, while LSTM layers

A. Architecture

i. Input Layer: Preprocessed NSL-KDD features
(numeric and categorical encoded).
ii. CNN Layers: 1D convolutional layers for feature

extraction.

iii. LSTM Layers: Sequence modelling for temporal
dependencies.

iv. Attention Mechanism: Improves feature importance
weighting.

v. Fully Connected Layers: Classification into
normal/attack categories.

vi. Softmax Layer: Produces final class probabilities.

Raw Data NSLKDD Dataset
A 4
Data Preprocessing
\ 4
Feature Selection
h 4
CNN Layer Feature
4
LSTM Layer
v
Attention Layer
A 4
FC Layer
4
Output Attack/Normal

Fig. 1: System Flow

IV. METHODOLOGY

A.Dataset Preprocessing: Data cleaning, normalization,
one-hot encoding of categorical features.

B.Feature Selection: Mutual Information and PCA for
dimensionality reduction.

C.Model Training: Train the CNN-LSTM-Attention
model using the Adam optimiser.

D.Evaluation Metrics: Accuracy,
F1-Score, False Positive Rate (FPR).

E.Hyperparameter Tuning: Grid search for optimal
parameters (batch size, learning rate, epochs).

Precision, Recall,
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V. PREPARE RESEARCHMETHODOLOGY

The research methodology for this study involves a
structured approach to analysing, designing, and evaluating
an Al-enhanced intrusion detection system (IDS) using deep
learning models on the NSL-KDD dataset. The methodology
comprises five key phases: data acquisition, preprocessing,
feature engineering, model development, and evaluation

[11].
A. Data Collection

The NSL-KDD dataset was selected for experimentation
because it is a refined and balanced version of the KDD Cup
1999 dataset. It eliminates redundant and duplicate records,
improving model generalisation during training. The dataset
includes 41 features describing network connections, divided
into regular and attack classes (DoS, Probe, U2R, and R2L.).
The data files used are KDDTraint+ for model training and
KDDTest+ for testing,

B. Data Preprocessing

Raw data from NSL-KDD contains both numerical and
categorical attributes. Preprocessing is essential to ensure the
data is in a suitable format for deep learning models. This
involves:

i. Data Cleaning -
irrelevant records.

ii. Label Encoding & One-Hot Encoding — Converting
categorical features such as “protocol type,”
“service,” and “flag” into numerical form.

iti. Normalization — Applying Min-Max or Z-score
normalization to scale numerical features within a
standard range.

iv. Train-Test Split — Dividing data into 80% training and
20% testing subsets to prevent overfitting.

Removing inconsistent and

C. Feature Selection

Dimensionality Reduction: To reduce model complexity
and training time, Principal Component Analysis (PCA) and
Mutual Information methods are used to identify the most
influential attributes. In some experiments, an autoencoder
is employed to learn compressed feature representations.
This helps remove redundant or correlated variables,
improving learning efficiency and accuracy.

D. Model Design

A hybrid deep Ilearning architecture combining
Convolutional Neural Networks (CNN) and Long
Short-Term Memory (LSTM) networks is proposed:

i. CNN Layers: Extract spatial and local feature patterns
from input vectors.

ii. LSTM Layers: Capture temporal dependencies among
connection sequences.

iii. Attention Mechanism: Assigns higher weights to the
most relevant features to improve detection
sensitivity.

iv. Fully Connected Layer: Performs classification into
standard or attack categories.

v. Softmax Output: Generates probabilistic predictions
for each class label.

The model is trained using the
Adam optimizer, with
categorical cross-entropy loss.
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Hyperparameters such as batch size, learning rate, and
number of epochs are tuned via grid search to achieve
optimal performance.

E. Model Training and Validation

The hybrid CNN-LSTM—Attention model is trained on the
preprocessed NSL-KDD training set. K-fold cross-validation
(typically k=5) is used to ensure the model’s robustness and
prevent overfitting. During training, the model’s learning
behaviour is monitored using loss curves and validation
accuracy metrics.

F. Performance Evaluation

Model performance is assessed using standard evaluation
metrics:
i. Accuracy (ACC) — Measures the overall correct
classifications.
ii. Precision (P) — Fraction of correctly predicted
positive samples.
iii. Recall (R) — Ability to correctly identify attack
samples.
iv. F1-Score — Harmonic mean of precision and recall.
v. False Positive Rate (FPR) — Rate at which regular
traffic is incorrectly classified as an attack.
The proposed hybrid model’s performance is compared
with baseline ML methods, including SVM, Random Forest,
and standalone CNN or LSTM models.

G. Implementation Tools

Experiments are implemented using Python with libraries
such as TensorFlow, Keras, NumPy, and Scikit-learn.
Visualization of training curves and confusion matrices is
performed using Matplotlib and Seaborn. The model is
executed on a GPU-accelerated system to reduce
computation time.

VI. CONCLUSION

Al-enhanced IDS using deep learning provides robust,
scalable, and adaptive protection against modern cyber
threats. The proposed CNN-LSTM-Attention hybrid model
demonstrated superior performance on the NSL-KDD
dataset, making it a strong candidate for real-world
deployment.
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