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Abstract— As the traditional methods, the result of 

vulnerability scanning can’t directly reflect complex attack 

routes existing in network, so the concept of attack graph comes. 

After analyzing host computer, devices link relation and the 

characteristic of attack, the model of network security status 

was built.  Attack graphs are one of the important tools for 

analyzing security. A lot of research has been done on issues 

such as scalable and time efficient ways of generation of attack 

graphs. The intent of this paper is to study different ways to 

generate an attack graph and to provide future scope for 

research on these attack graphs. 

 
Index Terms— Attack Graph, Attack Path, Network Security, 

optimal attack path. 

 

I. INTRODUCTION 

Our society has become increasingly dependant on the 

proper functioning and reliability of a huge number of 

interconnected information systems. Major issues in 

nowadays to secure such systems, it is necessary to measure 

the amount of security provided by various network 

configurations. Thus it is important to design automatic tools 

that can analyze the configuration of an enterprise network 

and find potential security vulnerabilities and the attack paths. 

In a network with critical resources, certain vulnerabilities 

may seem to be insignificant when considered in isolation. An 

attacker may take advantage of it and exploit sequences of 

related vulnerabilities. 

Attack graphs can reveal such potential threats by 

enumerating all possible sequences of exploits that an attacker 

can follow to compromise given critical resources. 

An Attack Path specifies an attack scenario that results in 

compromising organization values. It tells us how an attacker 

gains access to the victim computer; how and which 

vulnerability attacker can take advantage of and what kind of 

damage may be done that can impact the organization. 

 

II. GENERATION OF ATTACK GRAPH 

We have studied various research papers on finding attack 

path using attack graphs. In this paper, we have included some 

papers from the starting concept of attack graphs. 
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In 1999 Schneier [11] gave one of the first descriptions of a 

manual approach to generate an attack graphs. He explained 

that each graph has a goal node, and nodes below this 

represent actions that can reach this goal. Actions combine 

using either OR (disjunctive) or AND (conjunctive) logic. 

Weights can be assigned to action nodes that indicate if they 

are possible, if they require special equipment, the cost of the 

action, the likelihood of the action, and the probability of 

success. These values can be propagated to the goal state 

using the OR and AND nodes to compute the characteristics 

of paths from different starting actions to the goal state. 

Graphs were also termed as attack tree, can be applied in 

many fields. These graphs were generated by hand. 

 Year 2000 was the first when Ritchey, Amman [2] used a 

model checker to address the network vulnerability problem. 

Amman gave a thorough and explicit example that shows how 

model checking can be used to determine an attack path if a 

final goal state is reachable for an attacker starting with 

limited privileges on a network. The model checker is 

provides the information on network hosts, their 

vulnerabilities, reachability status between all hosts, the 

current state of the attacker, and exploits that can be used by 

the attacker. The model checker either offers assurance that 

the assertion is true on the actual network or provides a 

counterexample detailing each step of a successful attack. 

Year 2001 a language, LAMBDA was described Cuppens, 

Ortalo [1]. LAMBADA can be used to describe attack 

scenarios as a combination of different actions. As in the case 

of JIGSAW model, each action has conditions or 

requirements that must be satisfied for the action to succeed, 

and successful actions affect the network and may satisfy 

conditions for other actions. Actions may be combined using 

operators that are used to specify sequencing, parallel 

unconstrained execution, absence of a condition, 

nondeterministic choice between multiple equivalent actions, 

and also for synchronized execution.  The problem with this 

language is: 

 

a) it is  labor intensive to use 

b) only a few examples are provided 

c) an automated tool to create scenarios is not 

presented 

 

In the same year Swiler, Phillips [3] gave first attack graph 

generation tool. In this tool each node in an attack graph 

represents an attack state and edges represent the action taken 

by the attacker. The method was better over other computer 

security risk methods are: 

a) It considers the physical network topology and 

actual machine configurations in conjunction with 

the set of attacks possible against that configuration. 

b) It builds attack graphs to determine the shortest path 
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to a specified target.  

 

 

 

 
  

Fig. 1 Attack Graph generated by model checker 

 

In 2002 Artz [8] developed a tool NetSPA (Network 

Security Planning Architecture) system that generates 

worst-case attack graphs. NetSPA was developed in C++. 

Different inputs information required by this tool is: 

 

a) Software types and versions 

b)  Intrusion detection system placement, gateways 

between subnets 

c)  Firewall rules 

d)  Exploits.  

e) Other information, including critical network 

resources and the attacker starting locations, is 

provided at run time. 

 

Information on network vulnerabilities is collected using 

the vulnerability scanner Nessus [9], this information must be 

entered into the database by hand. Attack graphs are then built, 

using a depth-limited forward chaining depth-first search. 

This tool produced attack graphs that were identical to those 

produced by the model checker described in [10] for the same 

small test network. It was also evaluated using a realistic 

network with 17 representative hosts from an actual network, 

21 unique vulnerability types. Although the largest graphs for 

the 17-host network took less than 90 seconds to produce 

when the graph depth was limited to three, scaling is poor 

because the graph produced is similar to a full graph. 

In the same year Sheyner, Jha, Wing, Lippmann, and 

Haines [10] gave a thorough and detailed example of using a 

model checker to analyze the security of a small artificial 

network. A small artificial network with a few vulnerabilities 

is used to create a finite-state machine (by hand) that can be 

analyzed by a model checker. The run time was 5 seconds for 

this network, but it increased dramatically to 3 hours when the 

number of hosts was increased to only 5 and the number of 

vulnerabilities was increased to 8. The major drawback of 

Model checker is: 

 

a) It scales poorly 

b) It is difficult to create inputs for the 20 model 

checker and interpret the outputs. 

 

Topological Vulnerability Analysis (TVA) [16] tool was 

developed in year 2003. It is one of the most comprehensive 

tools developed to date for the purpose of building and 

analyzing attack graphs. It worked with 3 hosts, 4 exploits, 

and a firewall with a total of 6 rules and network objects. 

Major limitations with the TVA approach include the 

following: 

 

1. Exploit information must be entered by hand 

2. Firewall and router rules are not imported and 

analyzed. 

3. Poor scaling to large networks requires low-level 

attack details. 

 

Dawkins [17] described a framework that can be used to 

create and analyze attack graphs in computer networks in year 

2004.  A proof-of concept tool is described that reads in 

network, vulnerability, and attacker models that are expressed 

in XML. The main features of this tool are: 

 

1. It builds full attack graphs to a specified depth. 

2. Allows a user to select a top-level goal. 

3. Extracts paths that reach these goals and simplifies 

these paths to produce a minimum-cut-set graph. 

 

Inputs to this tool are hand generated same as the other 

tools and it has only been applied to a small artificial network 

with 4 hosts and 4 vulnerabilities. Scaling results are not 

presented, but because a full graph is generated, scaling will 

be poor because the number of nodes in full graphs can grow 

combinatorial as the number of hosts in a network grows. The 

algorithm used to generate a minimum-cut-set graph from the 

full graph is also not specified. One useful idea presented in 

this paper is to store network state changes differentially 

along attack paths. 

As in the traditional method, the result of vulnerability 

scanning can’t directly reflect complex attack routes existing 

in network, so the T Zhang [18] in year 2005 presented an 

attack graph. After analyzing host computer, devices link 

relation and the characteristic of attack, the model of network 

security status was built. Zhang used a forward-search, 

breadth-first and depth-limited algorithm to produce an attack 

route and the tools to generate the attack graph was 

implemented. 

  In year 2006 Vaibhav Mehta [19] in his paper proposed 

ranking scheme for the states of an Attack Graph. It was one 

of the first such papers that gave rank to nodes of an attack 

graph. Rank of a state shows its importance based on factors 

like the probability of an intruder reaching that state. Given a 

Ranked Attack Graph, the system administrator can 

concentrate on relevant part of graph to figure out how to start 

deploying security measures. He also defined a metric of 

security of the  measures. He also defined a metric of security 

of the system based on ranks which the system administrator 

can use to compare Attack Graphs and determine the 

effectiveness of various defense mechanisms. 

Year 2007 Yue Chen [21] presented a quantitative threat 

modeling method, the Threat Modeling method based on 

Attack Path Analysis (T-MAP), which quantifies security 

threats by calculating the total severity weights of relevant 

Attack Paths for Commercial off the Shelf (COTS) systems. 

Compared to existing approaches, TMAP is sensitive to an 

organization’s business value priorities and IT 
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environment. It distills the technical details of thousands of 

relevant software vulnerabilities into management-friendly 

numbers at a high-level. T-MAP can help system designers 

evaluate the security performance of COTS systems and 

analyze the effectiveness of security practices. He 

demonstrated the steps of using T-MAP to analyze the 

cost-effectiveness of how system patching and upgrades can 

improve security. In addition, he introduced a software tool 

that automates the T-MAP. 

  X Xiao, T Zhang, H Wang, [4] describes a comprehensive 

framework for a component-centric access graph based 

approach to network attack analysis in year 2008. The 

framework is comprised of the modeling substrates for 

network, hosts, vulnerabilities, and the component-centric 

access graph, access graph generation algorithm and 

correlative approaches to analyze network vulnerabilities and 

improve security of computer networks. The work done by 

Xiao is same as Amman with following improvements: 

 

1. Redefines the access graph formally.  

2. Improves the performance of the access graph 

generation algorithm by taking the preconditions of 

exploits into account when constructing the chained 

exploits.  

3. Further reducing the algorithmic complexity by 

examining the possible hosts when generating the 

chained exploits.  

 

In the same year Jan Magott, Marek Woda [5] defines a 

formal model of network attack. He also presented a model of 

intrusion detection system. The models of attack and intrusion 

detection system can be applied in simulation experiments of 

network with Service Oriented Architecture and within other 

organizations. They also gave detail of new features of atomic 

attack like: 

 

a) Resource consumption 

b)  Host-processing time  

c) Bandwidth of physical connections  

 

M Frigault, L Wang [7] proposed to model probability 

metrics based on attack graphs as a special Bayesian Network. 

This approach provides a sound theoretical foundation to such 

metrics. It can also provide the capabilities of using 

conditional probabilities to address the general cases of 

interdependency between vulnerabilities. 

In year 2009 Petreska [22] propose an alternative way to 

study robustness and vulnerability of complex networks by 

applying a modal analysis. The weights of the network nodes 

are considered as a measure for their busyness, which is 

further used for removal of nodes with less weights and attack 

simulation. Analyses of the attack vulnerability are carried out 

for several generic graphs, generated according to ER and BA 

algorithms, as well as for some examples of manmade 

networks. Petreska found that a modal weight based attack 

causes significant disintegration of manmade networks by 

removing a small fraction of the busiest nodes, comparable to 

the one based on the node degree and centrality. 

Nirnay and Ghosh [23] proposed a methodology for 

finding out optimal risk prone attack path that attacker may 

choose to penetrate in a wireless network. He used PSO 

particle swarm optimization to find optimal attack path using 

attack vector metrics. This is the first such technique where 

warm optimization concept is used to generate attack graph.   

III. FUTURE SCOPE 

Various kinds of attack graphs have been proposed for 

analyzing network security. Although some of them 

addressed the scalability problem, none of the works has 

shown solid evidence that the graph generation tool can scale 

to an enterprise network with realistic sizes.  In practice it is 

desirable to compute attack graphs for enterprise networks 

with 1000 to 10,000 hosts.  It shows that ―although research 

has made significant progress in the past few years, no system 

has analyzed networks with more than 20 hosts and 

computation for most approaches scales poorly and would be 

impractical for networks with more than even a few hundred 

hosts. Besides the scalability problem, many of the existing 

attack graph tools adopt an ad-hoc way to represent input 

information and output graph data structures. The graph 

generation tools often required various auxiliary inputs in 

custom-designed data format, and the resulting attack graphs 

are often hard to comprehend and use by a human. These have 

made those attack graph tools difficult to use in practice.  

Now days the wireless communication revolution is 

bringing fundamental changes to data networking, 

telecommunication, and is making integrated networks a 

reality. Very little work has been done on wireless networks, 

as the wireless networks works in unpredictable manner. 

Future research should explore these and other approaches to 

develop attack graph construction and analysis algorithms 

that can be applied to large enterprise networks. 

 

IV. CONCLUSION 

A lot of research has been done on issues such as scalable and 

time efficient ways of generation of attack graphs in wired 

network in contrast to that in wireless scenario. In this Paper, 

we formulated research papers that describe the past methods 

to generate an attack graph in wired and wireless networks. 

For each study, information is provided on the number of 

attacker goals, how graphs are constructed, sizes of networks 

analyzed, how well the approach scales to larger networks.  

Overall, finding an optimal attack path is still facing very key 

challenges like scalability and mobility. This can be the base 

of further research on attack graphs. 
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