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Abstract— Trust is an important concept in human 

interactions which facilitates the formation and continued 

existence of functional human societies. The radio frequency 

spectrum is a limited natural resource and hence its efficient use 

is of the greatest importance. Cognitive radio is a smart wireless 

communication system that is conscious of its surrounding 

environment, learns from the environment and adapts its 

internal states by making corresponding changes in certain 

operating parameters in real time. In this paper, we search the 

adaptive characteristics of cognitive radio in secure and reliable 

communication. But how a communication system can be made 

reliable such that there occur no eavesdropping and information 

leakage. The possible solutions include integrating the merits of 

spread spectrum modulation, using encryption algorithms and 

it’s potential to switch over various frequency bands. In the 

development of future wireless communication systems, the 

spectrum utilization will play an important key role due to the 

shortage of unallocated spectrum. The main tasks of the 

cognitive radio are to provide highly reliable communications 

whenever and wherever needed and how to utilize the radio 

spectrum efficiently. Cognitive radio can be the best 

communication system in an emergency condition as 

Earthquake, flood and Tsunami etc when all communication 

systems are failed to provide information and to communicate 

each other. 

 

Index Terms—Decryption, Encryption, Primary User, Radio 

Frequency Spectrum, Secondary User, Spectrum Analysis  

I. INTRODUCTION 

The electromagnetic radio spectrum is a natural resource 

and hence its use by transmitters and receivers is licensed by 

governments. The spectrum bands are usually licensed to 

certain services such as mobile, fixed broadcast and satellite 

to avoid harmful interference between different networks to 

affect users. Nowadays mostly spectrum bands are allocated 

to certain services but worldwide spectrum occupancy 

measurements show that only some portions of the spectrum 

band are fully used and rest of spectrum are unused. 

Over the past few years, Cognitive Radio (CR) has been 

considered as a demanding concept for improving the 

utilization of limited radio spectrum resources for future 

wireless communications and mobile computing.  
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Since a member of Cognitive Radio Networks (CRN) may 

join or leave the network at any time; the issue of supporting 

secure communication in CRNs becomes more critical than 

the other conventional wireless networks. This work thus 

proposes a secure trust-based authentication approach for 

CRNs. A CR node’s trust value is determined from its 

previous trust behavior in the network and depending on this 

trust value. It is decided whether this CR node will obtain 

access to the Primary User’s free spectrum or not. The 

security analysis is performed to guarantee that the proposed 

approach achieves security proof.  

Cognitive radio adaptation engines use the concept of 

artificial intelligence i.e. machine learning techniques such 

as evolutionary algorithms or expert systems to adapt the 

transmission parameters of a wireless system in order to 

optimize the performance of the communication. The 

cognitive engine models the environment internally and uses 

relationships between the transmission parameters and 

environmental measurements to perform the adaptation. 

 

Figure 1. Transmitter section in spread spectrum 

technique 

The selection of a suitable set of transmission parameters is a 

key to the design of a cognitive wireless system. Each 

additional parameter adds another dimension of control over 

the cognitive radio. We use a genetic algorithm based 

cognitive engine, and fitness functions to demonstrate how 

the optimality of the cognitive engine decision is affected 

when certain parameters are held constant and not allowed to 

be adapted by the cognitive engine. By comparing the 

resulting cognitive engine decisions, when they are not 

adapting specific parameters to those of systems that are fully 

adaptable, we identify the parameters that do not affect the 

outcome and can be disregarded in order to minimize the 

complexity of the system.  

Cognitive radio, when combined with the spread spectrum 

modulation techniques, 

provides a highly secure 

communication format 
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challenging to calculate narrowband jamming and other 

obstruction devices. Spread spectrum technique, because of 

its unique feature to make the data look like noise, is very 

much secure in the sense that the jamming and the 

interfering elements are unable to distinguish the data being 

sent over the channel and hence it may be a possible solution 

to avoid eavesdropping or information leakage. 

       
Figure 2. Receiver section in spread spectrum technique 

For the above said purpose, the various encryption 

techniques such as public key encryption (RSA, SHA) and 

private key encryption (DES, AES) algorithms can be used 

with cognitive radio to provide a form of secure 

communication. These encryption algorithms make sure that 

the key that is used at the transmitter side should be provided 

by the receiver for correct information retrieval and hence 

ensures the security and also prevent the malicious users 

from taking control over the system and blocking the access 

to other secondary users. In this paper we have discussed the 

possible solutions towards providing a secure and reliable 

connection using cognitive radio along with spread spectrum 

modulation techniques and the various encryption 

techniques either symmetric or asymmetric. 

II. NEED FOR SECURE COMMUNICATION 

Nowadays to maintain privacy has become essential for 

unauthorized or authorized users. In this highly competitive 

world the risks of economic and political surveillance too 

have increased putting a lot of government and individual 

property at risk. A lot of techniques being used for carrying 

out communication are insecure in the sense that their 

security can be breached and important conversations can be 

listened to or recorded by other person. Even many of them 

don’t require the authentication of the individual contacted. 

For example: the GSM services, though they provide good 

connectivity but they are laying on your front to many 

security threats as known to everyone. Even the standard 

mobile phones do not provide end to end security.  

Hence we can say that the secure communication is required 

to connect and provide transmission, processing, recording 

and monitoring for various purposes such as: secure 

telephone and network equipment and encryption 

management, secure data links to and from ground and 

satellite based remote platforms for real time information 

collection, communications between manned spaceflights, 

which is better for data or information security etc.  

 

Figure 3. Private Key Encryption 

A. Possible solutions towards safe and sound 

communication  

There are many existing technologies which have such 

ability that if they combined with the cognitive radio 

technology can provide a communication format free from 

common security threats. Spread spectrum modulation 

format is one of them. Even the basic encryption technologies 

such as public key and private key encryption can be used in 

cycle with cognitive radio for such purposes as shown in fig. 

4. 

 

 

Figure 4. Cognitive Radio Cycle 

B. Spread spectrum modulation 

According to the standard definition: “Spread spectrum (SS) 

is a means of transmission in which a signal occupies a 

bandwidth in excess of the minimum necessary to send the 

information: the band spread is accomplished by means of a 

code which is independent of the data, and synchronized 

reception with the code at the receiver is used for 

de-spreading and subsequent data recovery”. As shown in 

Fig. 1, the data signal is first multiplied with a 

pseudo-random sequence also known as spreading code and 

then modulated and transmitted over the channel.  

At the receiver side, as 

shown in Fig. 2, at first the 

incoming signal is checked 

for some noise content and if 
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it contains some noise then the noise is removed first and 

then the signal is demodulated. Now, the demodulated signal 

is multiplied with the same pseudo-random sequence that 

was used in the beginning and the final information signal is 

obtained. Thus we see that in a SS technique, to retrieve the 

original signal being sent from the sender side, the 

knowledge of pseudo-random sequence is must. Moreover 

the data, having been multiplied with the PN sequence gets 

converted to a wide band signal gaining the shape and 

characteristics similar to noise.  

This unique feature of spread spectrum modulation 

technique makes it distinguishable from the other existing 

modulation techniques in such a way that it makes the data 

hidden among the random noise presented or generated in 

the system and hence providing an escape from any third 

party. This quality of spread spectrum modulation algorithm 

can be exploited to provide a secure and reliable 

communication environment and also for better and 

convenient communication in the wireless system. 

C. Some encryption techniques 

There are various encryption techniques have been proposed 

such as: symmetric and asymmetric encryption techniques. A 

symmetric encryption technique is also known as private key 

encryption algorithm. A few of such techniques are: RSA, 

SHA etc. In such a technique both sender and receiver have a 

private key, which they need to share before the transmission 

of the data gets started. In this technique, the sender encrypts 

the data with the private key of the receiver and the receiver 

decrypts it using the same private key.  

Hence, such an encryption algorithm uses only a single key. 

But, in case of public key encryption (DES, Triple- DES, and 

AES) technique we have two sets of keys associated with a 

user. Both sender and receiver have a set of public and 

private keys associated with them. These public keys are 

made accessible to the others over the network before the data 

transmission starts.  

 

Figure 5. Public Key Encryption 

Sender encrypts the data with the public key of the receiver 

and the receiver decrypts it using its own private key and this 

is how an asymmetric key algorithm operates. Although the 

private key encryption algorithms are fast but looking from 

perspective of security obtained public key encryption the 

techniques have an edge over the private key encryption 

algorithms. The private key encryption algorithm is as shown 

in Fig. 3. The public key encryption technique algorithm is as 

shown in Fig. 5. In public key encryption, there are three 

stages involved where as number of stages in a private key 

encryption algorithms are two.  

III. COGNITIVE RADIO IN SECURE AND SOUND 

COMMUNICATION  

As per the IEEE 802.19 standard, the essential components 

of a cognitive radio network which are:  

• Current user protection using spectrum sensing  

• White space database access 

• Security in accessing database and licensed      spectrum 

• Spectrum sharing 

 

Figure 6. Security in cognitive radio communication 

For the perfect knowledge of the primary users in the licensed 

spectrum, the secondary users are projected to have access to 

white space database as in Fig. 6, i.e., database containing 

information of primary users in each and every licensed 

band. Federal Communications Commission’s (FCC) has 

mandated spectrum sensing along with access to this white 

space database. Spectrum sensing is a technique used by a CR 

to detect spectrum holes in the licensed spectrum.  

Existing research works have proposed use of physical layer 

and medium access control (MAC) layer characteristics of 

the primary user signal to detect such spectrum holes. The 

detection process or rather spectrum sensing involves two 

types of errors: mix-detections and false alarms.  

Therefore, security in the context of cognitive radio networks 

is dealt in three stages: 

•Step1: Authenticate a CR 

•Step2: Authenticate two users in communication 

•Step3: Ensure security during the interval of      

communication between users. 
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IV. CONCLUSION 

It has become an essential to keep the data hidden from 

snooping eyes in order to maintain security. This can be 

achieved by using various encryption techniques, which have 

been proposed such as: symmetric and asymmetric 

encryption techniques. In this paper, we have discussed the 

various features of cognitive radios that make them favorable 

for communication in an interfering environment and for 

secure communication. We also explored the possibilities of 

having a secure communication by merging the features of 

spread spectrum modulation techniques and encryption 

algorithms with the cognitive radio technology.  
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