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Abstract—As a recently emerging distributed computing 

paradigm, mobile-agent technology attracts great interests 

because of its salient merits. However, it also brings significant 

security concerns, among which the security problems between a 

mobile agent and its platforms are of primary importance. While 

protecting a platform (platform or host security) can benefit 

from the security measures in a traditional client-server system, 

protecting a mobile agent (mobile-agent or code security) has 

not been met in traditional client-server systems and is a new 

area emerging with mobile-agent technology. 

We analyzed the different types of security issues related to 

mobile agent. After analysis, we found that there are many kind 

of technology available to ensure mobile agent security. But not 

a single technology provides complete solution for the same. We 

proposed an algorithm in which we use monitoring agent and 

dummy agent in place of original mobile agent. Monitoring 

agent checks the behavior of next node in the network. If 

monitoring agent finds the node suspicious, it sends the alert 

acknowledgment to original agent and original agent doesn’t 

travel to that suspicious node.  

 

Index Terms— Mobile agent, distributed systems, security. 

  

I. INTRODUCTION 

  Mobile agent is a heterogeneous network can autonomously 

migrate from one host to another host, and can interact with 

other agent or resource programs. Mobile agent is an 

important component of distributed computing. Increasingly 

widespread application of mobile agent, mobile agent 

system’s security is a prominent problem to be solved, mobile 

agent’s security question is critical. 

 
Mobile agents are the objects oriented software codes, which 

have the characteristics like intelligence, autonomy, 

responsiveness, communication ability and adaptability that 

build them more advantageous than any other mechanism 

like client server in network infrastructure. Nevertheless 

various applications and advantages are offered by mobile 

agents; but these are not sufficient for its acceptance on a 

wider scale because of inherent security risk. 

 
One of the main concerns with a mobile agent system is 

ensuring that mobile agent’s hosts are able to prevent both 

the theft and damage of sensitive information. The other 

security issue is protection of the mobile agent from 

malicious host.  
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II. PREVIOUS WORK 

Mobile agent protection is difficult because of a host’s 

complete control over executing programs. While many 

approaches have been proposed to defend mobile agents from 

malicious hosts, none adequately addresses every aspect of 

security.  

We survey many approaches for the problem of mobile agent 

protection. [1] Presents multilevel security architecture for 

solving the challenges of malicious host problems. They 

explain a multi-phase approach which preserves the 

flexibility and autonomy characteristics of mobile agent and 

ensures the protection of agent’s code, data and itinerary. [2] 

Use Pedersen’s verifiable secret sharing scheme and the 

theory of cross validation to propose an optimistic payment 

protocol with the following features:  

(a) Protect the confidentiality of sensitive payment 

information from spying by malicious agents, 

(b) Use a trusted third party in a minimal way, (c) can verify 

the validity of the share by the merchant, (d) allows agent to 

verify that the product which he is about to receive is the one 

he is paying for. [3] Present a scheme that aims to rescue the 

results being carried by blocked agent.  

The significant contribution of the scheme is the real time 

applicability in mobile agent based applications and 

maximum reduction of data loss in case of blocking attacks. 

[4] Proposed new security mechanism which can not only 

satisfy security demands, but can also solve the bottleneck 

problem caused by trusted third party, they call the new 

mechanism ISTCM. In ISTCM, task sponsor first chooses a 

certain number of hosts as partners at random.  

When agent reaches a host, the host consults the partners of 

encryption key. Data generated by the host is encrypted into a 

divisible whole for protection. At the same time, the host 

sends its identity information to partners according to 

threshold scheme. When agent comes back to task sponsor, it 

will compare path from passing data with path from the 

partners to find out if there exists attack. 

 

Yee [5] introduced Partial Result authentication Codes 

(PRACs). The idea is to protect the authenticity of an 

intermediate agent state or partial result that results from 

running on a server. PRACs can be generated using 

symmetric cryptographic algorithms. The numbers of 

encryption keys are used by agent. The agent’s state or some 

other result is processed using 

one of the keys, producing a 

MAC (message 
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authentication code) on the message when the agent migrates 

from a host. The key that has been used is then disposed of 

before the agent migrates. The PRAC can be verified at a 

later point to identify certain types of tampering. 

A similar functionality can be achieved using asymmetric 

cryptography by letting the host produce a signature on the 

information instead. 

 

The new scheme is proposed by Sander and Tschudin [6] 

where an agent platform can execute a program embodying 

an enciphered function without being able to recognize the 

original function. For example, instead of equipping an agent 

with function f, the agent owner can give the agent a program 

P(E(f)) which implements E(f), an encrypted version of f. 

The agent can then execute P(E(f)) on x, yielding an 

encrypted version of f(x). With this approach an agent’s 

execution would be kept secret from the executing host as 

would any information carried by the agent. For example the 

means to produce a digital signature could thereby be given 

to an agent without revealing the private key.  

 

However, a malicious platform could still use the agent to 

produce a signature on arbitrary data. Sander and Tschudin 

therefore suggest combining the method with undetachable 

signatures. Although the idea is straightforward, the trick is 

to find appropriate encryption schemes that can transform 

functions as intended. 

 

Hohl proposes what he refers to as Blackbox security to 

scramble an agent’s code [7] in such a way that no one is able 

to gain a complete understanding of its function. 

 

However, no general algorithm or approach exists for 

providing Blackbox security. A time-limited variant of 

Blackbox protection is proposed as a reasonable alternative. 

 

This could be applicable where an agent only needs to be 

protected for a short period. One serious drawback of this 

scheme is the difficulty of quantifying the protection time 

provided by the obfuscation algorithm. 

III. PROPOSED ALGORITHM 

After analyzing the security issues, we proposed an 

algorithm to ensure the security of mobile agent from the 

suspicious hosts.  

There will be some important steps of our proposed 

algorithm- 

Step 1: The original agent creates a monitoring agent and a 

dummy agent with same script but with dummy data. With 

dummy agent, we send the actual script and dummy data but 

minimize the size of the dummy data to reduce the overhead. 

Monitoring agent sends the acknowledgement to original 

agent.   

Step 2: Original agent sends the monitoring agent and 

dummy agent to next node to check the behavior of next node 

in the network. If monitoring agent finds the node suspicious, 

it sends the alert acknowledgment to original agent.  

 

Step 3: If there is no harmful activity in next node then 

monitoring agent sends an ok acknowledgment to original 

agent to certify the security of original agent. 

IV. CONCLUSION 

After analysis, we found that there are many kind of 

technology available to ensure mobile agent security. Related 

work is done by many contributors by implementing their 

thoughts regarding mobile agent security. Srivastava and 

G.C Nandi [1] suggested multilevel security architecture for 

solving the challenges of malicious host problems. Liu1 and 

Yong [2] used Pedersen’s verifiable secret sharing scheme 

and the theory of cross validation to propose an optimistic 

payment protocol. Rajwinder and Mayank [3] present a 

scheme that aims to rescue the results being carried by 

blocked agent. Linna and Jun [4] proposed new security 

mechanism which can not only satisfy security demands, but 

can also solve the bottleneck problem But not a single 

technology provides complete solution for the same. We 

proposed an algorithm in which we use monitoring agent 

and dummy agent in place of original mobile agent. 

Monitoring agent checks the behavior of next node in the 

network. If monitoring agent finds the node suspicious, it 

sends the alert acknowledgment to original agent and 

original agent doesn’t travel to that suspicious node.  

We can get the success in protection of the mobile agent 

using dummy and monitoring agents. It solves the problem of 

malicious hosts occurred during the travel of mobile agent to 

the nodes in the networks. There may be other situation when 

our mobile agent is malicious; this is also a major problem of 

mobile agent.  Lots of work is done to solve this problem and 

many of them are many important       

REFERENCES 

[1] Shashank, Srivastava and G.C Nandi, "Protection of Mobile agent and its 

Itinerary from Malicious host", International Conference on Computer & 

Communication Technology (ICCCT)-2011, pp 405-411. 

 

[2] Yi, Liu1 and Yong Ding, "An Optimistic Payment Protocol with Mobile 

Agents in Hostile Environments", 2011 International Conference on 

Network Computing and Information Security, pp 218-222. 

 

[3] Rajwinder Singh and Mayank Dave, "Rescuing Data of Mobile Agents 

Blocked by Malicious Hosts in e-Service Applications", 2011 International 

Conference on Multimedia, Signal Processing and Communication 

Technologies, pp 24-27. 

 

[4] Fan Linna and Liu Jun, "A Free-Roaming Mobile Agent Security Protocol 

against Colluded Truncation Attack without Trusted Third Party", Business 

Management and Electronic Information (BMEI), 2011 International 

Conference, Volume: 2, pp 14 - 18. 

 

[5] Bennet Yee. A sanctuary for mobile agents. In J. Vitek and C. Jensen, 

editors, Secure Internet Programming, volume 1603 in LNCS, pages 

261–274, New York, NY, USA, 1999. Springer-Verlag Inc. 

 

[6] Tomas Sander and Christian Tschudin. Towards mobile cryptography. In 

Proceedings of the IEEE Symposium on Security and Privacy, pages 

215–224, Oakland, CA, May 1998. IEEE Computer Society Press. 

 

[7] Tomas Sander and Christian F. Tschudin. Protecting Mobile Agents Against 

Malicious Hosts.In Giovanni Vigna, editor, Mobile Agent Security, pages 

44–60. Springer-Verlag: Heidelberg,Germany, 1998. 

 

[8] Ichiro Satoh. Selection of Mobile Agents. In Proceedings of the 24
th
 

International Conference on Distributed Computing Systems (ICDCS’04). 

IEEE Computer Society Press, 2004. 

 

[9] J. White, “Mobile Agents White Paper,” General Magic Inc., 1996. 

 

 

 

 



International Journal of Soft Computing and Engineering (IJSCE) 

ISSN: 2231-2307, Volume-2 Issue-1, March 2012  

274 

Published By: 

Blue Eyes Intelligence Engineering 

& Sciences Publication  

Retrieval Number: A0433022112/2012©BEIESP 

[10] D. Milojici, ”Mobile agent applications”, IEEE concurrency, July-Sep 

1999, pp 80- 90. 

 

[11] Chandra Krintz, Security in agent-based computing environments using 

existing tools. Technical report, University of California, San Diego, 1998. 

 

[12] Joshua D. Guttman and Vipin Swarup. Authentication for mobile agents. 

In LNCS, pages114–136. Springer, 1998. 

 

[13] Neeran Karnik. Security in Mobile Agent Systems. PhDthesis, Department 

of Computer Science and Engineering. University of Minnesota,1998. 

 

[14] Tomas Sander and Christian F. Tschudin. Protecting Mobile Agents 

Against Malicious Hosts.In Giovanni Vigna, editor, Mobile Agent Security, 

pages 44–60. Springer-Verlag: Heidelberg,Germany, 1998. 

 

[15] Bennet Yee. Using Secure Coprocessors. PhD thesis, Carnegie Mellon 

University, 1994. 

 

[16] Fritz Hohl. Time limited blackbox security: Protecting mobile agents from 

malicious hosts. In G. Vigna, editor, Mobile Agents and Security, volume 

1419 in LNCS, pages 92–113. Springer-Verlag, Berlin, 1998. 

 

[17] Neelesh Kumar Panthi, Ilyas Khan, Vijay k. Chaudhari, “Securing Mobile 

Agent Using Dummy and Monitoring Mobile Agents”, IJCSIT Vol. 1 (4) , 

2010, 208-211. 

 

 

 

 


