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Security Evaluation of Robust Chaotic Block Cipher
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Abstract—this paper investigates an enhanced robust chaotic
block cipher (RCBC) which is used for potential increasing
security. It makes heavy use of non-linear Boolean functions
including parity and multiplexer functions, in addition to
multiplication primitive operation with block size of 256-bits. It
greatly guaranteed an increased diffusion achieved per round,
allowing for greater security and fewer rounds. Comparative
analysis of the cipher with different algorithms such as RC6, and
RC5 is investigated; regarding design parameters and speed. The
cipher is tested among its several design parameters including
word size, number of rounds, and secret key length and their
optimal choice values. Security estimation for digital imaging
against brute-force, statistical, and differential attacks is explored
from strict cryptographic viewpoint. Thorough experimental tests
are carried out with detailed analysis, demonstrating the high
security of the cipher.

The rest of the paper is organized as follows: section II,
explores the description of the RCBC including its features,
design parameters, the primitive operations, and description
for the RCBC architecture and specification. Implementation
issues of key-expansion algorithm for the cipher are
explained in section III. The detailed security analysis of the
block cipher including key space analysis, information
entropy analysis, cipher cycle analysis, statistical analysis,
and sensitivity analysis are given in sections IV and V. Then,
the paper conclusion is given.
II.

Fig.1a. and Fig.1b show the RCBC cipher encryption and
decryption algorithms, respectively. The cipher works on
256-bit input/output blocks, the design uses eight 32-bit
registers, named A, B, C, D, E, F, G, and H. They contain
the initial input plaintext as well as the output ciphertext at
the end of the encryption. The advantage of that it
contributes to increase number of rotations per round, and
uses more bits of data to determine the rotation amounts in
each round. The RCBC is a symmetric block cipher that has
an iterative looping structure. All the rounds of encryption
and decryption are identical in general; each round uses
several operations with round keys to process the input data.
A round of encryption (or decryption) performs a series of
operations on the input data block and the round keys to
generate the intermediate output data block. An output data
block is then used as input data block for the next round.
After predetermined number of rounds, and preprocessing
and post-processing steps, then the ciphertext (or plaintext)
is generated.

Index Terms — Block ciphers, Symmetric encryption, Chaos,
and Security analysis.

I.

INTRODUCTION

Chaotic encryption is studied in many several articles [1-4].
However, the problems related to security analysis of chaotic
block ciphers hasn’t been tackled yet, as investigated in
details in this paper. An efficient encryption block cipher
based on chaotic maps is presented, which is a symmetric
encryption algorithm. It uses eight working registers
providing
capability
to
deal
with
256-bits
plaintext/ciphertext block sizes. It employs a chaotic logistic
map in key scheduling to generate session key used in
encryption/decryption. It uses heavy data-dependent
rotations and the inclusion of integer multiplication as an
additional primitive operation. The use of multiplication
with eight working registers greatly increases the diffusion
achieved per round, allowing for greater security, fewer
rounds, and increased throughput. We examine the RCBC
implementation for digital imaging, and security analysis
with respect to brute-force, information entropy, cipher
cycle, statistical, and differential attacks. The RCBC is
compared with the well known block ciphers such as RC5
[5, 6] and RC6 [7, 8], with respect to its speed and cipher
design parameters.
Experimental results for security analysis show that the
RCBC block cipher has satisfactory security, which makes it
a potential candidate for encryption of multimedia data such
as images, audios and videos.
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Fig.1a the RCBC Encryption Algorithm.
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Fig.2 RCBC key expansion algorithm.
IV. THROUGHPUT AND DESIGN PARAMETERS
COMPARISONS BETWEEN RCBC, RC5, AND RC6
The design philosophy of the RCBC is to exploit
operations such as rotations that are efficiently implemented
on modern processors. The RCBC continues this trend, and
takes advantage of the fact that 32 bits integer multiplication
is now efficiently implemented on most processors. Integer
multiplication is a very effective "diffusion" primitive, and is
used in the cipher to contribute in computing rotation
amounts, so that the rotation amounts are dependent on all of
the bits of another register. As a result the RCBC has much
faster diffusion than RC5 and RC6. Also, it runs with fewer
rounds at increased security and with increased throughput.
Table II shows a comparison between RCBC design
parameters and RC5, and RC6 block ciphers. It seen from
Table II that RCBC uses more cryptographic parameters
(logistic maps). This means that the RCBC can be more
robust than both RC5 and RC6. Detailed analyses are
explained in next sections.
Table-II Comparison between RCBC, RC5, and RC6
design parameters.

Fig.1b the RCBC Decryption Algorithm.
III.

THE RCBC KEY-EXPANSION ALGORITHM

The key schedule for RCBC-w/r/b is used to generate the
round keys that are derived from user-supplied key for use
during encryption and decryption; where a user is supplied a
key of b bytes. Sufficient zero bytes are appended to give a
key length equal to a non-zero integral number of words;
these key bytes are then loaded in little-endian fashion into
an array of c “w-bit words” named L[0], …, L[c - 1]. Thus
the first byte of key is stored as the low-order byte of L [0],
etc., and L[c - 1] is padded with high-order zero bytes if
necessary. The number of w-bit words that will be generated
for the additive round keys is (4r + 8) and these are stored in
the array S [0, 4r + 7]. The key expansion algorithm consists
of three simple algorithmic parts. These parts are “convert”,
“initialize”, and “mix” respectively, as shown in Fig. 2. The
functions, defined in Table-I, are used in the RCBC
implementation.
Table-I Functions used in RCBC Key scheduling
implementation.
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There are two inputs to the encryption function, which are
the plain-image to be encrypted and the expanded secret key.
In the RCBC image encryption, all parts of the file header
are determined to know the start of the image pixels data
array. The image header; on which the encryption is
performed; is then excluded [9-11, 12]. The image data bit
stream (not including the image header) is divided into
blocks of 256-bit length. The first 256-bit block of image is
entered as the plain-image to the encryption function of
RCBC. The second input to the RCBC encryption algorithm
is the expanded secret key that is derived from the usersupplied secret key; by a key schedule. This key schedule is
an important component of a block cipher; since it computes
the round keys from the user-supplied secret key [12]. Then,
the next 256-bit plain-image block follows it, and so on as
shown in Fig.3.

systems is based on a model which was first introduced in
[13] and was extended later in [14, 15]. To a certain extent,
the resistance against attacks is a good measure of the
performance of a crypto-system. So, it is often used to
evaluate crypto-systems. The security of RCBC is estimated
for digital images, under brute-force attack, statistical and
differential attacks. It is shown that RCBC is secure from the
strongly cryptographic viewpoint. Results show satisfactory
security of the RCBC, as demonstrated in the following
subsections. The security analysis results on this scheme are
described, including the most important ones, like key space
analysis, information entropy, statistical analysis, and
differential analysis. The evaluation consisted of both
theoretical derivations and practical experimentation.
A. Key Space Analysis
Key space size is the total number of different keys that can
be used in the encryption. A good cipher should be sensitive
to the cipher keys, and the key space should be large enough
to make brute-force attacks infeasible. The RCBC is a 256bit encryption scheme whose key space size is in the range
(0-2040) bit. An exhaustive key search will take 2k
operations to succeed, where k is the key size in bits. This
attack needs a few known plainimage-cipherimage pairs. An
attacker simply tries all keys, one by one, and checks
whether the given plainimage encrypts to the given
cipherimage. For a block cipher with k-bit key and n-bit
blocks, the number of pairs of images needed to determine
the key uniquely is approximately [k/n] as shown in [6]. The
key space size should be large enough to prevent such
exhaustive searching. For practical use of RCBC, assume
that the secret key length is 128-bit. Therefore, an opponent
may try to bypass guessing the key and directly guessing all
the possible combinations will need about 2128 operations to
successfully determine the key. If an opponent employs a
3000 MIPS computer to guess the key by brute-force attack,
the computational load can be calculated as:

Fig. 3 the RCBC Block Diagram for Image Encryption.
In the decryption process, the encrypted image (or cipherimage) is also divided into 256-bit blocks. The 256-bit
cipher-image is entered to RCBC decryption algorithm and
the same expanded secret key is used to decrypt the cipherimage but the expanded secret key is applied in a reverse
manner. Then the next 256-bit cipher-image block follows it,
and so on with the same scan path.
Fig.4 shows Encryption/Decryption throughput for RC5,
RC6 and the RCBC with electronic codebook mode “ECB
mode [13, 14]”; as an example; at w=32, r=16, b=16. It is
clear that RCBC leads to high throughput in both encryption
and decryption processes.

This is a very long time. No image can be closed-door after
such years which are practically infeasible.
B. Information Entropy Analysis
Information theory is the mathematical theory of data
communication and storage founded in [15-17]. Modern
information theory is concerned with error-correction, data
compression, cryptography, communications systems, and
related topics. To calculate the entropy H (m) of a
source m , we have:

Fig.4 Enc/Dec throughput for RC5, RC6 and RCBC with
ECB mode at w=32, r=16, b=16.

And

V. RCBC SECURITY ANALYSIS AND TEST RESULTS

the entropy is expressed in bits. Suppose that the source

The crucial measure for the quality of a crypto-system is its
capability to withstand the attempts of an unauthorized
participant opponent to gain knowledge about the
unencrypted information. This measure is called security.
The discussion of the security for discrete value crypto-

emits
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m   m1, m2 ,..., m8 . After evaluating Eq.2, we obtain

random images with 512 × 512 pixels and 24-bit true color 8
bit for each RGB color component LR  LG  LB  8 and

its entropy H (m)  8 , corresponding to a truly random
source. Actually, given that a practical information source
seldom generates random messages, in general its entropy
value is smaller than the ideal one. However, when the
messages are encrypted, their entropy should ideally be 8. If
the output of such a cipher emits symbols with entropy less
than 8, there exist certain degree of predictability, which
threatens its security.
Let us consider the ciphertext of image encryption using the
RCBC, the number of occurrence of each ciphertext block is
recorded and the probability of occurrence is computed. The
entropy is as follows:

hence:

The quantity UACI R ,G , B is used to measure the average
intensity differences in a color component and can be
defined as:

In the case of two random images, the expected value of
UACI R ,G , B can be computed as:

The value obtained is very close to the theoretical value of 8.
This means that information leakage in the encryption process
is negligible and the encryption system is secure upon the
entropy attack.

Assuming each color component is coded with 8 bits,
then:

C. Cipher Cycle Analysis
As a general requirement for all the image encryption
schemes, the encrypted image should be greatly different
from its original form. To quantify this requirement, two
measures, including the number of pixels change rate (NPCR)
and unified average changing intensity (UACI) can be
adopted [18-20]. The value NPCR R ,G , B is used to measure

D. Statistical Analysis
In order to resist the statistical attacks, which are quite
common nowadays, the encrypted images should possess
certain random properties. To prove the robustness of the
RCBC, we have performed statistical analysis by calculating
the histograms and the correlations of two adjacent pixels in
the plainimage/cipherimage. Different images have been
tested, and similar results are obtained. The results are
summarized in the following sections.

the number of pixels in difference of a color component in two

C(i, j) and C '(i, j) be the ith row and jth
'
column pixel of two images C and C , respectively, the
NPCR R,G , B
images. Let

1) Color Histograms Analysis
An image-histogram illustrates how pixels in an image are
distributed by graphing the number of pixels at each color
intensity level. In order to appear random, the color
histograms of the encrypted image should be uniform
distributed in all three color components (RGB). We have
calculated and analyzed the histograms of the several
encrypted as well as its original colored images that have
widely different content. One example of such histogram
analysis is shown in Figs. 5 and 6. Particularly in Fig. 5a,
we have shown the original image and in Figs. 5b, c and d
respectively, the histograms of red, blue and green channels
of the original image in Fig.5a. In Fig. 6a, we have shown
the encrypted image of the original image in Figs 6a and in
Figs 6b, c and d respectively, including the histograms of
red, blue and green channels of the encrypted image 6a. It is
clear from Fig. 6 that the histograms of the encrypted image
are fairly uniform and significantly different from the
respective histograms of the original image, and hence does
not provide any clue to employ any statistical attack on the
RCBC.

can be defined as:

N is the total number of pixels in the image and
DR,G , B (i, j ) is defined as:

And

And

C R,G , B (i, j ) and C R' ,G , B (i, j ) are the values of the

corresponding color component Red (R), Green (G) or Blue
(B) in the two images, respectively.
Considering two random images, the expected value of
NPCR R,G , B according to [6] is found to be:

And

LR ,G , B is the number of bits used to represent the color

component of red, green or blue. For example, for two
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In Fig. 6, we have outlined the distribution of two adjacent
pixels in the original and encrypted images, as shown in Fig.
5a and Fig. 6a. Particularly, in Fig. 7a and Fig. 7b, we have
depicted the distributions of two horizontally adjacent pixels
in the original and encrypted images, respectively. Similarly,
in Fig. 8a and Fig. 8b respectively, the distributions of two
vertically adjacent pixels in the original and encrypted
images have been depicted.
In Table III, we have given the correlation coefficients for
the original and encrypted images shown in Fig. 6a and Fig.
7a respectively. It is clear from Figs. 7 and 8 and Table III
that the encrypted image obtained from the RCBC retains
small correlation coefficients (there is negligible correlation
between the two adjacent pixels in the encrypted image) in
all directions. However, the two adjacent pixels in the
original image are highly correlated.

Fig. 5 Histograms of the original image in (b) red, (c)
green, and (d) blue components.

Table III Correlation coefficients in plainimage/cipherimage.

Fig. 6 Histograms of the encrypted image in (b) red,
(c) green, and (d) blue components.
2) Correlation Coefficient Analysis
In addition to the histogram analysis, we have also analyzed
the correlation between two vertically adjacent pixels, two
horizontally adjacent pixels and two diagonally adjacent
pixels in the several images and their encrypted images. For
an ordinary image, each pixel is usually highly correlated
with its adjacent pixels either in horizontal, vertical or
diagonal directions. These high-correlation properties can be
quantified as the correlation coefficient for comparison. The
procedure for calculating correlation coefficient is as
follows: First, randomly select 1000 pairs of two adjacent
pixels from an image. Then, calculate their correlation
coefficient using the following two formulas:

Fig.7 the Correlations of two horizontally adjacent pixels
in the original image and in the encrypted image.

Fig.8 the Correlations of two vertically adjacent pixels in
the original image and in the
encrypted image.

The quantities x and y are the values of two adjacent pixels
in the image. In numerical computations, the following
discrete formulas are used:
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E. Sensitivity Analysis
An ideal encryption procedure should be sensitive with
respect to both the secret key and plain-image. The used
crypto-system RCBC has high key and plaintext sensitivities.
This means that a slight change in the key or in the plaintext
will causes great changes in the ciphertext. These properties
make various sensitivity-based (differential) attacks difficult.
To prove the robustness of the RCBC, we will perform
sensitivity analysis with respect to both key and plaintext.

2) Plain-image Sensitivity Analysis
In general, the opponent may make a slight change such as
modifying only one pixel of the original image, and then
observes the change of the result. In this way, we may be able
to find out a meaningful relationship between the plain-image
and the cipher-image. If one minor change in the plain-image
can cause a significant change in the cipher-image, then this
differential attack would become very inefficient and
practically useless. In order to avoid the known-plaintext and
the chosen-plaintext attacks (differential attacks), the changes
in the cipher image should be significant even with a small
change in the original one. According to the RCBC
encryption process, this small difference should be diffused to
the whole ciphered data. They can in fact be reflected by
the NPCR R ,G , B .

1) Key Sensitivity Analysis
An encryption scheme has to be key-sensitive, meaning
that a tiny change in the key will cause a significant change
in the output. Assume that a 16-character (128-bit) ciphering
key is used. For testing the key sensitivity of the RCBC
encryption procedure, we have performed the following
steps:
a- First, a 512x512 image is encrypted using the test key
"1234567890123456".
b- Then, the least significant bit of the key is changed, so
that the original key becomes, say "1234567890123457" in
this example, which is used to encrypt the same image.
c- Finally, the above two ciphered images, encrypted by the
two keys, are compared.
The result of key sensitivity analysis shows that changing one
bit in encryption key will result in a completely different
cipher-image by more than 99% in terms of pixel grey scale
values. Fig. 9 shows the test results. High key sensitivity is
required by secure crypto-systems, which means that the
cipher-image cannot be decrypted correctly although there is
only a slight difference between encryption and decryption
keys. This guarantees the security of the RCBC against
brute-force attacks. So, when a 16-character key is used to
encrypt an image while another trivially modified key is used
to decrypt the ciphered image, the decryption also completely
fails. Fig. 10 has verified this, and it clearly shows that the
image encrypted by the key "1234567890123456" is not
correctly decrypted by using the key "1234567890123457",
which has also only one bit difference between the two keys.
It is clear that the decryption with a slightly different key, fails
completely and hence the RCBC is highly key sensitive.

Fig. 10 Key Sensitive test result_2 with RCBC-32/16/16.
A desirable property for the RCBC is that it is highly
sensitive to small change in the plain-image (single bit
change in plain-image). The average pixel differences of
some well-known images are computed for the two
encrypted images that are their plain-images have only onebit change. The results are tabulated in Table IV.
Table IV Encrypted images with 1-bit Pixel difference in
their plain-images.

It can be observed that the values are very close to the
expected value of pixel difference on two randomly
generated images (99.609375%). Fig. 11 shows an example
of two enciphered images from two plain-images with only
1-bit difference generated using the RCBC. The original and
encrypted images are shown in Figs. 11a and 11b,
respectively, Fig. 11c is the encrypted image with only onebit change in the original image (a), while (d) is the
difference-image between the two encrypted images: (b) and
(c). As can be seen, most of the pixels in Fig. 11d are
nonzero, which means that the difference between image (b)
and image (c) is big enough. Thus, the RCBC has high plainimage sensitivity.

Fig. 9 Key Sensitive test result_1 with RCBC-32/16/16.
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Fig.11 Plaintext Sensitivity test with RCBC-32/16/16.
19.

VI. CONCLUSION
In this paper an efficient robust chaotic block cipher (RCBC)
was examined and compared with both RC5 and RC6. The
implementation of the cipher was analyzed and evaluated for
digital images and its providing security. Experimental tests
are carried out with detailed analysis, demonstrating the high
security and throughput of the RCBC. So, the RCBC can be
considered as near to a real-time fast and secure symmetric
encryption for digital images. Security estimation for digital
imaging against brute-force, statistical, and differential
attacks is explored from strict cryptographic viewpoint.
Thorough experimental tests are carried out with detailed
analysis, demonstrated the high security of the cipher.
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