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Security Assurance Through Strategic
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Abstract—. Strategic Information Systems Planning (SISP)
and pertinent Information Security Policy (ISP) ilmrganisations
are largely inevitable in the contemporary businesystems.
Embedding information security policy within the orgésation’s
strategic information system planning is essentidbr the
effectiveness of using information systems in magsystems in a
secure environment. A survey of relevant literatusa SISP and
ISP in organisations’ processes reveals a closeatieihship
between them and draws attention to how contradictianithin
this relationship may threaten as well. We explohetimportance
of embedding the ISP process within the SISP, andvtbese two
issues are vital to organisations. It is further tablished the
inevitable complementary role of these to ensure #ffectiveness
of contemporary information systems. The strategianning
information system makes certain that new systems deployed
in a way that maintains the strategic objectivesasf organisation
while the security policy provides a framework forrifging that
systems are shaped and managed in a secure maritrabedding
ISP in SISP appears to increase progressively thecusity
capability of an organisation, and hence, the derables from the
SISP process may be more effective, efficient amhd¢efsystems
came with huge complexities beneficial to the orgsation.
Although organisations may face security glitchegdlighout the
application and operational phase, they must tryrblasuch an
inevitable embedding to avoid certain catastrophisks, assure
business continuity and enhance overall productyitinally, a
cyber sensitive audit and control based ISP Compdsdmased
framework is proposed for embedding ISP into SISRyht from
instantiation..

Index Terms— Strategic Information Systems Strategy,
Information Systems (IS), Information Technology T),
Information Security Policy, Contemporary Businessge&urity
Risk, Business Continuity Planning (BCP).

[. INTRODUCTION

Strategic information systems planning (SISP) and

strategic information security are two of the miogportant
characteristics in information systems world. A poessive
Strategic Information Systems Planning (SISP) putslace
to assure that the information security is insthifea method
that coincides with an organisation’s strategic Igjoa
Moreover, Information Security Policy (ISP) provide
structured control to guarantee that systems avelajged,
operated and maintained in an utmost secure maDaspite
the awareness and sensitivity, SISP is still a i@tiative in
the majority of organisations and more so on ISBeiding.

Undoubtedly, such an absence may jeopardise tRed

organisational security, and may incur needlesstsftosting
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highly at large.

Recently, there has been a growing awareness within
organisations the importance of integrating infaioma
security with the organisation’'s SISP. However, som
managers take these two operations separatelyefdner
jeopardising organisational security and incurrimeedless
efforts at a later point [20]. One of the main goafl SISP is to
establish the organisational IS and assure it @& riost
effective as well as efficient manner, leading allevalue
added of significance. An SISP makes it easier for
organisations to identify their portfolio of computased
applications, which in turn is used to line up Iness strategy
and create competitive advantages. Therefore, SISP
implementation has to be a continuous activity owa
organisations to get precedence for informationtesys
development [8, 25] and assure the organisation’s
competitive position.

As system'’s planning is an effectual means to gaowa
maintain systems as a whole, this paper aims &bksit and
emphasise the contribution of SISP to informatigstesms
protection by embedding the same ISP within an
organisational setting. It also explores the cootion of
SISP to ISP within an organisational context, BQRIl a
optimisation of overall productivity. The rest diet paper is
organised as follows: Section 2 explores the pdimep on
SISP; Section 3 describes the aspects of the 18&jo8 4
describes and establishes the requisite linkagesba SISP
and ISP for an organisation, with a case study;%extion 5
includes a contextual discussion and concludes with
prospective findings..

II. STRATEGIC INFORMATION SYSTEMS
PLANNING

The advances in IS/IT have had enormous effect®wn
day-to-day lives. As technology evolves immensdlg
opportunities for organisations to attain compediti
advantage changes as well. To do an IS/IT bas¢ensygsit is
important to maintain an appropriate system thdinde
organisational systems and provides a means tdén#meim
[2, 12]. SISP starts with the identification of the
organisation’s strategic information needs. Kind aeo [14]
view the strategic plan as capability architectues a flexible
continuously improving the infrastructure
organisational capabilities. It also means to semgethe
primary foundation for a company's sustainable ctitipe
advantage [8, 14]. They emphasise the need fointantsly
updating and improving the strategic capabilityhitecture.
Although the main objective of SISP is generalleipreted
in terms of the identification of new applications,
Beynon-Davies [5] suggests that SISP can be usadit@ up

of

Published By:
Blue Eyes Intelligence Engineering
& Sciences Publication Pwt. Ltd.




Security Assurance Through Strategic Information Sgtems Planning

to a wider scope of issues, thereby enabling thiesegion of a
portfolio of systems and related engineering s@egmojects
[8, 19], including the followindvl ATH
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Figure 1: Inputs and Outputs of IS/IT strategy.
Ankit Bhatnagar, 2006 [6]

» Corrections to existing information systems;
» Enhancements of existing information systems;

* New major information systems development projects;

and/or

* New major infrastructure systems or technologies, f

instance, those that seek to integrate systemssathe
organisation

Rogerson and Fidler [23] argue that SISP provides t

information needed to support business functiongafisas an
outline to apply strategies to business operatiorisrmation
strategy planning also examines how systems rétaten
organisation’s general business environment [8]SPH

primarily the process of deciding the objectivesr fo
The contemporary organisation shoul

organisational.
implement for overall improvisation, optimisatioCP or
desirable value additions.
One of SISP focuses is the detection of approptter
the organisation, investment appraisal and impléatiom
planning with the overall well-aligned IS/IT and diness
strategies. Lederer and Sethi [16] interpret SISR formal,
rational exercise in which a series of logical stege
undertaken, resulting in end products which defise
requirements and identify a long-term hybridisedatsgy.
Figure 1 adapted from [5] shows a model of five &m@ges in
developing an IS/IT strategy.
The form outlines the inputs and outputs of thedmfation
Systems/ Information Technology strategy, whichadie
shows that a continuous cycle, with planning neetted
achieve the outputs [7, 20]. According to Bhatmgd§a21],
the following is a typical framework for IS plangmn
» Phase 1: The initial purpose, process and the sobihe
IS strategy.

» Phase 2: In-depth analysis of essential informatieads,
business processes and business requirements.

» Phase 3: Envisage an IS plan that would be aptepior

given in [8, 29] includes the input activities a®follows:

* Internal Business Environment, including the cutren
corporate strategy, objectives, resources, proseasd
culture and values of the business.

e External Business Environment, including the ecacom
climate, industry and competitive environment irickithe
system operates.

» External/IT Environment, including the current [5/I
perspective of the business, its due date, thertiagaand
the contribution of commercial enterprise, skills,
imaginations and the technology infrastructure.also
allows the current portfolio of existing systemsdan
application development.

» External/IT Environment, including the current trsnin
technology and the opportunities and use of IS/ b
outside bodies.

» Moreover, an IS strategy addresses future busimesds

for in ways that align closely with the businessatgtgy

[12]. It should also describe the task needed toessfully

utilise the portfolio. Figure 2 adapted from [6]tines the

generic but diverse steps in developing an IS ign
beginning with the definition of the project rangat
entails the description of the business needs. Btemis
accompanied by the examination of the business
environment and applications. Then this will folldhe
detection or selection of new options.
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Figure 2: 1S Development Plan. Ankit Bhatnagar, 206

The developments in the field of IT appear to cbtmdse
for distinguishable developments. For instance ,[28F
1960s was reckoned to the beginning of real busicesa
processing with standalone computers. The decafléseo
1970s and 80s are characterised by MISs with digtd
processing, interconnection, user-friendly integfacetc. The

decades 1980s, 1990s and beyond may be reckoned to

Strategic IS, enterprise IS etc. There has beemiggo
recognition of the need for information systems,d an
developments were witnessed to cater to fast-gpwin
requirements. However, as nothing comes free df tosse
systems came with huge complexities and size, rgatkia

the company, after careful investigation and withoustrategic importance of managing as essentiallyitaiale.

missing any of the elements of an effective I1Stsgw
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Lederer and Sethi [16] define SISP as a procedtire
identifying the high-level 1S requirements of
administration by identifying “a portfolio of infaration
processing system-based applications that will esean
organisation in making its business plans and siealiits
business goals.” In summation, they denote todkearch by
Sabherwal (et al) to propose formal or sensiblegiares
that can be suitably modified depending on theosumdings.
[10, 20, 24]. King and Teo [14] forward that SISRomplete
when organisations can effectively apply its IS |laagpions

ISSN: 2231-2307, Volume-6 Issue-3, July 2016

B8] Primarily, ISPs to mitigate the risk associatddee

anelements as goals known and depicted in Figures 714

Tried reprinted from [31], as follows:

» Confidentiality: The prevention of unauthorised use
disclosure of information. Privacy is a closelyated topic
that has lately been enjoying more and more vigbil

* Integrity: Ensuring that information is accuratedan
complete, and that it has not been modified by thwaised
USErS Or processes.

« Availability: Ensuring that users have timely araliable

revise business procedure and gain from competitiveaccess to their information assets

advantage [14]. Rogerson and Fidler [23] also athaeSISP These three elements are the basis around whisbaltity

provides a reason of the information required talise programmes are developed. They are linked tog#theugh

business objectives and implement the necessahe idea of information protection. [31] The mailea is to

arrangements. show that information is an asset that requiregegtmn.
In order to deal with complexity and size of theKajava etal[13]argue that senior managers dftame a poor

contemporary systems, a serious framework is imelgns understanding of information security. They alseexe that

needed. Before deriving an information systems éwaaork,
IT/IS professionals should set an IS planning fraoré that
includes all of the essential elements needed tivedan 1S
strategy that reaches out to a consistent corpstiaiegy [6].
As in the initial stage in the setting of an ISastgy, a detailed
plan must be set [8].

lll.  INFORMATION SECURITY POLICY WITHIN

THE ORGANISATION

Information security primarily means protectingdmhation
from unauthorised access, use, disclosure, dismupti
modification, scrutiny, inspection, recording orsttaction
[27]. Despite some subtle differences between métion
security and computer security, these themes &erdétated
and often partake in the common goals of protecthey
confidentiality, integrity and accessibility of dat Their
differences lie primarily in the approach to théommation
Security Policy, the methodologies employed, aredateas
of concentration. Defending and protecting inforioat
confidentiality is a business requirement, and amyncases, |
is also an ethical and legal requirement.

According to Gaston [8] ISP, however, “focusesthe

only 20% of managers understood that informaticousty
was of strategic value to their organisations. [T3ijey found
that “enhancing information security awareness amalh
employees was necessary, but that the key to sueeesto
raise the awareness level of senior managemento-hate
often shied away from any training with regardsttiese

matters” [20].

Information kept
private and
secure

( Integrity U—CAvailabilityj

Systems
available 1o
whom requires
them

Data not
maodified, deleted
or added

Figure 3: CIA Triad

These three elements are the basis around whisbaltity

broad guiding statements of goals to be achieveilh w programmes are developed. They are linked togétheugh

regards to the security of corporate informatiosoteces.
This description
International Standard on Information Security Mzeraent
(ISO 17799), which urges that an information segyolicy
must provide the management with direction
reinforcement  for information protection.

characteristically comprises of general statemesgarding
organisational goals and objectives [8, 13, and Qb way
to devise a successful information security managens to

the idea of information protection. [31] The mailea is to

is in universal agreement with thehow that information is an asset that requiredegtmn.

Kajava et al [13] argue that senior managers dftere a poor
understanding of information security. They alseexe that

anonly 20% of managers understood that informatiausty
ISPwas of strategic value to their organisations. [T8ley found

that “enhancing information security awareness amalh
employees was necessary, but that the key to sueeesto
raise the awareness level of senior managemento-hate

utilise a top-down approach by leading away witle thoften shied away from any training with regardsttiese

organisation’s goals. According to Doherty and &udf it is

desirable to identify “some information securityafgothat are
not derived directly from the organisation’s stgateplan, but
the information security goals should never beispdte with

the organisation’s goals” [8].

A security policy sets in place a scheme to jg®@wsecurity
controls. It also offers a comprehensive descniptib the
information system, as it references key documeéhnéd
support the organisation’s information security greanme.

matters” [20].

IV. RELATIONSHIP BETWEEN ISP AND SISP

Information systems are the lifeline of major adlves
minor establishments now-a-days. Doherty [8] suggtsat
information is imperative to the triumph of the opation and
will be responsible for the business's varioussmfrsuccess.
SISP plays a critical part in helping to avoid flos
opportunities, duplicated effort, incompatible gyss, and
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wasted resources. Moreover, the process of devejopin
information systems plan helps to focus explicitlye
planners' attention on “major opportunities for lexjng
information” [8, 26, and 48].

In the last decade, researchers and practitiomerbeing
aware the importance of relating information segyblicy
with the organisational objectives [8].

According to Doherty and Fulford, Information satur
policy is the start of security management [8].dtserves it
as “the caveat that the strategic information sgstplan is a
critical prerequisite for policy formulation, asdefines the
business context in which information security wik

information systems, the formulation and applioatiof
state-of-the-art ISP are inevitable within SISP.

V. SECURITY-EMBEDDED SISPFRAMEWORK

The importance of security lies in heavy reliantzeed on
IT, the pressure to deliver services, increasirgyrimge of
threats and ever-increasing security risks.
perceptions about productivity include the relatoast of
requisite procurements, training, operations aniesht@aance;
the return on investment such as insurance; inefffiées; and
negative images that may bring restrictions andalietions.
Most general typical security problems have bednesised

General

managed, and therefore, priorities for security ag@ment”. iy the form of natural disaster, industrial inaoticsystem

[8] As Lederer and Sethi [16] note, strategic Sp&#ys a vital preakdown, system failures, sabotage, theft, mahattacks,
role in helping to avoid “lost opportunities, dugalted effort, grrqr, negligence, etc. And the most generous db age
incompatible systems, and wasted resources”. Wadl aprimary goals of IS/IT security are confidentialitytegrity,
Peppard [28] also observe that the factual chadleisgto  gyajlability and non-repudiation. Undoubtedly, a8 must
certify that the uppermost value achievable, paldity pe security products, i.e. comprehensive and rotafe
regarding “timeliness, accuracy, completeness, aiKhing cost-effective, cost-efficient, simplest pbles
confidence in the source, reliability and approjeriass”. economically operable, highly protective, accematand
Despite that that there is a shift in the imporeamf ynoptrusive. In order of security assurance sever@ecurity
security management, in its report Information $#U Siandards and Frameworks, such as ISO/ IEC 17 8BITC
Breaches Survey 2008, the UK Department of Businesg§|sST and Trusted Computer Systems, came graduatiy i
Enterprise and Regulatory Reform (BERR) shows ety  eyistence. ISO 17799 (based on BS 7799) origimelsased
companies are not practising enough to protect t@a and iy 2000; subsequently improved ISO 17799: 2005 was
client data [4, 22]. Practically, these compana@bghort in  rgleased in June 2005.
providing adequate security information resouramstfieir A retrospective ISP assessment must measure the
businesses. Many businesses reported a securigtbie  organisation’s information security setting whiahcludes
2015, as compared with 81% in 2014. There has b@en exposure assessments, predictive threat modelstaring,
increase in the number of both large and smallrisgdéions getection and response [32]. In order the secatytrols
experiencing breaches [30] as 90% of large orglois® pased on ISO/ IEC 17799 2005 among other thingaded
reported that they experienced a security bregefrom 81%  security policy, the organisation of Informationcsity.
in 2014. Small organisations recorded similar bneacwith  However, the fraternity of technocrats, planners Bmsiness
“nearly three-quarters reporting a security bredbls, is an developers is witnessing real (and growing) need ITo
increase on the 2014 and 2013 figures” [30]. LikeayiAustin - security with generally poor perceptions. The aghieent of
and Darby [3] report that in the United States (8#¢  security goals with real value for typical investiteewithin
breaches affect 90% of all commercial enterprisesviery the context of security embedded SISP is highlyitasle.
year, and cost around $17 billion.” They likewisdicate that Secondly, today’s systems need to necessarily exiesir
protective measures can be expensive; “the ordt@mnpany focus of their security activities to cope with thleanging
can easily spend 5%-10% of its IT budget on seCUi0,  cyper-sensitive environment. The uncertainty aboytier
22). One significant method to “strive to deteaeyent and  threats will continue to hamper good decision-mgkiround
react to security breaches is through the concemt asecurity; and, pragmatic approaches are needeap® with
application of an information security policy” [8To protect  thjs_ |t is estimated that up to 80% of securitydmhes could
corporate businesses in this changing world, BEBpont e prevented by implementing basic good practiGs. [
recommends the following five guidelines [quotedi]n Therefore, there appears an inevitability about ecyb
* Understand the security threats faced by the osgéioh.  sensitivity with regard to much needed comprehensiv
» Use risk assessments to target your security (inclusively sufficient) ISP based SISP.
* Invest in the most beneficial areas. Development of such an ISP embedded with SISP appea
* Integrate security into normal business behavibwugh need of the hour and has huge potential for theesaace of
clear policy and staff education. the IT enabled systems. Hence, twelve security comapts
+ Deploy integrated technical controls and keep tlignto  are hereby identified to be placed in a comprelenksP,
date. and details of those needs to be developed and te of
» Respond quickly and effectively to breaches, eby, during any SISP, strictly under the ambit of Threaid
planning ahead for contingencies. Vulnerabilities Audit on one dimension and theintols on
Beyond these aforementioned studies, it also éstell that the other — having requisite sensitivity to cybentext. Such
security cannot be taken as an afterthought, délm@asures a framework is hereby proposed as follows in Figutkat is
account highly regarding cost and risk, and musbtit-in @ guiding force for developing an ISP embedded S8R
right through the initial stages to be conducivkafis, the €gard to comprehensive security aspects with degeaudit
ISP must be embedded in SISP. To implement the rmaj&® well as controls, under context now led/semsitlsy cyber

security recommendations and protect contemporafjivironment and context.
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E snﬁvsﬁﬁ Threat and Vulnerability Controls 7
Figure 4: Cyber Sensitive ISP Embedding Framework
The details of the different components of the fawrk
need not be included as they can be easily draem the
standard definitions. However, the usability of tteanework
will largely depend on the component-wise developisie
precise specifications and embedding adequateheilsISP.
9.
VI. CONCLUSION
10.

In the contemporary world, security has emergeanasof
the basic needs and can no more be considered a
non-functional requirement but an integral factoquality of 17
ISs. The exercise of SISP focuses on the identiifigaof
suitable IS for the organisation, investment afgalaand the
implementation plan; with the overall aim of aliggi IS
strategy with business strategy. Information ségptans can
neither exist alone not as an afterthought. Instemu
organisation’s  information  security has to
characteristically part of overall organisationb|eztives by
choice or compulsion. An ISP should be in alignmeith 14
broader organisational goals. To carry out SISP, an
organisation carries out an intensive study. Theritg of 15
firms pursue some predefined and documented
methodologies, whereas others set their plans. nQua
multi-step study, a portfolio of applications isfided with
appropriate priorities. 17.

Embedding ISP in SISP should increase the security
capability of an organisation. Moreover, the deialde from
the SISP process will be more beneficial to theanigation,
especially in terms integrity. Although organisasacan add
value to the security components rather than rester
security planning from the start. All the same,lsbenefits
will not be realised from the utilisation of daté the
associated information systems and engineeringnaeseare
used in an unfocused or piecemeal fashion. Sucleeddn
SISP may play a critical part in helping to avoiturity
failures and lost opportunities and in producingpenpatible
system. As foretold, the security of informationfteology is
a challenging issue facing managers. The unambguoze.
integration of IS into the SISP process can prowid@agers
with a powerful and effective new approach to anmegpdhe
protection of their organisations. In doing so,stlkhould
ensure that IS should not be spoken in isolatiomfother
business operations

13.
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