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A Study of Mobile Cloud Forensics Importance
and key Challenges Faced by Investigates
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Abstract: Nowadays, Mobile Cloud forensics is the buzzword in
the IT market. Everyone is having mobile devices and having
his/her crucial data on it. People data is targeted by the hackers to
steal the vital information. Mobile devices have limited processing
capacity, battery life and storage. But, the cloud computing
technology enables the users with indefinite computing resources.
Mobile users avail the cloud facilities provided by MCC service
provider using SMDs and are charged only on the basis of how
much resource they utilize in the cloud (pay-as-you-go). This
paper insights an overview of mobile and discuss various
challenges faced by the investigators.

Index Terms: Cloud Computing, Cloud forensics, Mobile
Cloud Computing, Mobile Cloud Forensics, Smart Mobile
Devices.

I. INTRODUCTION

Mobile Cloud Computing (MCC) is a newest architecture
that has been developed on the basis of cloud computing to
serve the mobile users in a better way. In the present scenario,
it is really challenging to live without smart phone.
Nowadays almost every individual has a smart phone in
which he/she stores his/her potential data. So the users
require huge storage capacity and wish to access the data
from anywhere and anytime. This led to the development of
mobile cloud computing. A number of cloud companies are
providing platform for the mobile device users to store their
data in cloud and access it with a lot of ease. With the
introduction of Mobile Cloud Computing (MCC), the IT
infrastructure has changed tremendously from physical to
virtual. Smart phone users make use of MCC technology for
transferring their personal data to mobile clouds using Smart
Mobile Devices (SMDs) [1]. Mobile users avail the cloud
facilities provided by MCC service provider using SMDs and
are charged only on the basis of how much resource they
utilize in the cloud (pay-as-you-go).

Smartphone users feel comfortable with the
pay-as-you-go plan to use cloud services. The cloud services
can be of three categories such as Infrastructure-as-a-Service
(1aas), Platform-as-a-Service (PaaS) and
Software-as-a-Service (SaaS) [2]. Based on their needs,
smart phone users choose their preferred service model in
terms of utilizing cloud resources. A number of big players in
the cloud industry market gain million dollar profit by just
renting out their space for Cloud Service Providers (CSP) [3].
Today, most companies invest in millions for cloud services
since the organizations shifted their service delivery model
into cloud paradigm. Smartphone sellers provide their
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customers online limited storage though the demand is
increasing on a daily basis.

Due to the increasing competition among the CSPs,
the users benefit a lot in terms of cloud pricing, advanced
features and other benefits etc., According to the literature
[4], there is a tremendous increase upto 88% is expected
between 2014 and 2018 in cloud computing-based mobile
software and applications since there is a huge marginal
increase experienced in Mobile Cloud Computing. In parallel
to the developments in MCC, the frequency of cyber-attacks
too is increasing which directly affects various resources of
MCC. There may be various forms of cyber-attacks on MCC,
generated by the intruders, such as 10T, DoS, Ad and Click
frauds, enterprise-class spyware, application-based attacks,
DDoS, network-based  attacks, = mobile  bonnets,
physical-based attacks, web-based attacks and Dead apps [5].

There is a tremendous increase experienced in
cyber-attacks that target various resources of MCC which
results in malicious outcomes. In spite of the fact that some
cyber-attacks cannot be tracked, it is possible to trace out
such events for redeemable evidence collection [4]. For a
forensic expert, it is challenging to trace out the undetected
attacks, especially in MCC. In order to get rid of such issues
in MCC, digital forensics remains the best optimum solution
for investigating the attacks. According to the literature [6],
digital forensics is highly helpful in the collection of digital
evidence from MCC-based digital devices. It is important to
have the digital evidence for the investigator to find out the
source from where the attack is initiated. Digital evidence is
usually collected by the acquisition of physical devices,
though this is not a feasible option in case of MCC since it
doesn’t use traditional networking. In MCC, cloud remains
the only source of information for the digital investigators
while at the same time; it is hidden from the investigation. As
per the study [7], it is challenging for the forensic
investigators to access the resource physically for the purpose
of digital data extraction. Moreover, when intruders attack
MCC, they either collect or modify the content of the data
and also design a number of tools to remove their footprints
[8]. In this paper, the researcherprovide insights on MCC and
its advantages, digital forensics, difference between digital
forensics and mobile cloud forensics, forensics challenges in
MCC, future research direction in MCC and conclusion for
the discussed topics.
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11. BACKGROUND

A. Mobile Cloud Computing

Mobile devices have limited processing capacity, battery life
and storage. But, the cloud computing technology enableS
the users with indefinite computing resources. Mobile cloud
computing is a hybrid technology created from two
components such as cloud computing and mobile devices
resulting in the creation of new infrastructure where the cloud
performs all the intensive-computing tasks and store huge
data. In the hybrid novel architecture, the data storage and
data processing occurs outside the mobile devices [9]. MCC
refers to the infrastructure where both data storage and data
processing occurs outside the mobile device, as defined by
MCC forum. In case of mobile cloud applications, the power
of data storage and computing are moved out of the devices
into the cloud so that the applications are used not only by
smartphone users, but also to a wide range of mobile
subscribers [20]. MCC enables a platform for the smart
phone users who can connect to the mobile web and access
their data, applications and other cloud services with ease.

The indigenous characteristics of cloud computing and its
advantages are loaded in MCC as well which help the mobile
devices get rid of challenges that are usually faced by
traditional mobile apps, for instance processing capabilities,
data storage etc., According to the literature [2], MCC has a
number of advantages in terms of improved ease of
integration, data storage, dynamic provisioning, reliability,
processing power, scalability and extended battery lifetime.
In mobile cloud forensics, two different environments such as
terminal and the cloud server should be considered since the
applications are executed in cloud server. In parallel, the
investigator should look for digital evidence in both mobile
and cloud levels.
Advantages of MCC

In a country like India, where one out of three mobiles

has less storage capacity or full memory, MCC is highly
useful [20].

» Mobile applications can be accessed via cloud thus
extending the lifetime of battery and remote
processing

» MCC comes with a platform which is convenient for
data storage and access of data anywhere at any
time. So mobile applications do not trouble the user
in terms of storage capacity.

> If a hardware or software failure occurs, the users’
data is still safe in the cloud

» MCC provides security mechanism to their users
against data theft and virus attacks.

» If the user is continuously moving from one place to
another, still they can access their data and services
anywhere at any time.

» Data sharing during travel ‘on-the-go’ and no need to
wait for physical access of computing storage
devices

> Mobile applications have the enough potential for
scaling to meet the growing demands of the
users.
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Figure 1: Architecture of Mobile Cloud Forensics
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Figure 2: Applications of Mobile Cloud Forensics

What is Digital Forensics?

Digital forensics is a branch of forensic science and is also
called as digital forensic science. This branch deals with the
recovery and investigation of digital devices and materials
related to it as per the governing laws. Digital forensics deals
with cyber-crimes in a legal manner and is one of the
applications of forensic science. This field has observed a
tremendous growth brought by the experienced practitioners
who help with cutting-edge research. Researchers are loaded
with opportunities from their research work that can be
converted into techniques for future purposes. National
Academy of Sciences (NAS) published a scathing report
calling for a scientific overhaul of digital forensics [15].

Mobile Cloud Forensics
Mobile phone forensics, as the name says, is the forensic
science application in mobile phone technology i.e.,
collection and investigation of digital evidence through legal
terms and forensically sound
conditions [10].
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Mobile data evidence can be of various forms and can be
retrieved from external memory card, internal memory, SIM
card (Subscriber Identity Module), user mobile device etc.
and the collected information would be in the form of short
message services, emails, multimedia files, internet browsing
history, call history etc. In addition to the above, Network
service provider may also provide more information such as
call log, user movement and localization over time, and
messages information. Brother [12] classified the extraction
methods into three such as manual, logical and physical
extraction as in a pyramid-like layer. These methods are used
by forensics investigators in order to acquire data. Being a
pyramid-like structure, it follows bottom-to-top approach i.e.,
as the extraction procedure narrows down at the top, the
process of analysis, technical expertise, time taken for
analysis, training, quality of memory images increases.

Cloud forensics is a hybrid technology carved out of
two disciplines, digital forensics and cloud computing. Cloud
computing can be easily and quickly reconfigured since itis a
shared kit of configurable networked resources (e.g., servers,
storage, applications, Networks and services) [11]. As per the
study [13], digital forensics is a computer science application
area where the computer technology is used to recover
electronic evidence legally [13].

I11. MOBILE CLOUD FORENSICS CHALLENGES

In the current section, the key challenges faced during
forensic investigation when handling mobile cloud
infrastructure environment are discussed. Mobile cloud
forensic experts face a lot of challenges while collecting the
data from cloud during a crime. Some of the challenges are
discussed herewith.

Lack of forensic tools: For an investigator to collect the
digital evidence, appropriate forensic tools are required to
collect the information from cloud environment. Such tools
so far designed and introduced in digital forensic
investigations are not feasible for conducting investigation in
SaaS, PaaS, and laaS models. Though there were few
exceptions, there are no proper tools designed for conducting
investigation on MCC. So, most of the time investigators
deploy the existing tools to investigate the cloud
cyber-crimes. It is still under conspiracy that these remove
forensic investigation tools are not yet checked for its
correctness, error rate or approved legally [14].

Lack of universally accepted standard methods: There are
no universally accepted standard methods in the data
extraction and internal memory analysis for smartphones.
This problem becomes even bigger due to rapid changes in
technologies. Every now and then, manufacturers use
different methods for storing and processing data in the
mobile devices. Rapid upgradation and modifications in
Mobile OS: In general, personal computers are installed with
Windows OS by the users which are not frequently updated.
However, on the other side, mobile devices widely use more
operating systems including Apple's most secure iOS,
Google's widely used Android, BlackBerry OS, Microsoft
Windows Mobile, HP's Web-OS, Nokia's Symbian, and
many more. Even within these operating systems, there are
number of variants which bring more challenges for the
forensic investigator.

Lack of available resources: As discussed earlier, with the

growing number of mobile phones, the tools required by the
forensic examiner also increases.
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Figure 3: Challenges in Mobile Cloud Forensics

Maintenance of device accessories: The devices and its
accessories such as device batteries, USB cables and chargers
for different mobile phones, have to be maintained in order to
acquire information from those devices.

Inhabitation of data modification: No modification in the
data is an important and key requirement for the forensic
investigation. In other words, during the data extraction from
the device under investigation, there should not be any
alterations in the data. But with reference to mobile phones, it
is not practically possible because one can alter the data by
switching the gadget. Even if a gadget is switched-off, the
background processes still may run. For instance, the alarm
still works in android devices even when it is switched off.
Identification of Data: It is very difficult to track the data in
MCC since the “Virtualize and Distributive notions’ create a
number of hindrances to digital investigators while tracking
data in large distributed cloud environment. In MCC, the
accessibility to physical resources is one of the key factors
during the data identification process [16]. The service
provider’s permission is required for accessing the resources
that are scattered in the cloud.

Time Mismatch: Time synchronization is another challenge
for the investigator since different logs are placed in different
countries at different data centers [16]. The evidences
collected from cloud need to be proven in courts against the
interloper which is one of the most tough tasks because the
investigators may receive two different logs for the same
task, placed on different locations with different time
recordings. It is also challenging to retrieve various logs from
various data centers, for instance, the chances are less for the
interlopers to alter the logs retrieved from the closest data
center, while it may not be the case in the data centers that are
far away i.e., chances are high[2].

Complexity of testimony: The investigator process and the
steps followed during the investigation need to be explained
before the judge in a much simpler manner that makes them
understand the entire process since the information is
collected by the investigator through many complex steps
and the jury mostly has less or scanty knowledge about the
computers.
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So, it is important for the investigator to make the judges
understand the investigation process in a simple manner [17].

Encryption: A number of cloud customers store their data in
all the service models discussed above through encrypted
format. This is performed so as to protect the data from
cyber-crimes. Investigation of an encrypted information is a
challenging task since it requires the investigator to possess
strong skills in terms of encryption and forensics [18]. During
an investigation, the data encrypted remains unused if the
investigator cannot acquire the encryption key. In an instance
where the data owner lost the encryption key, it becomes
even more challenging. A number of CSPs utilize different
encryption methods for storing their clients’ data in the cloud
[19].

Documentation: Documentation of the information
collected during investigation and convincing the judge with
the collected information are the biggest challenges for the
investigator because the judge need to trust that the data
recovered had undergone no changes during the history of the
trial. During the investigation, the investigators must ensure
all the parties are involved and the investigation is conducted
as per standard methods, principles so as to ensure the
custody of evidence collected [21].

IV. CONCLUSION

This research articles provides an overview of MCC and the
advantages associated with it. The article discusses about the
prominent forensic challenges faced by MCC so as to prevent
intruders. These challenges occur mainly due to
virtualization in MCC architecture and distributed
characteristics. During the process of investigation, the
digital forensics investigators are provided with less
authority and scanty MCC resources. But, there needs to be a
flexible and legally standardized rule in place to overcome
the challenges faced by digital forensic investigators in MCC
paradigm. The paper extends in the future with special
emphasis on investigation of user identity in MCC
environment and definition of identity management scheme
in order to find the identification of malevolent users while
conducted forensic investigation process.
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